We give an overview on twisting commutative algebraic groups and applications to discrete log based cryptography. We explain how discrete log based cryptography over extension fields can be reduced to cryptography in primitive subgroups. Primitive subgroups in turn are part of a general theory of tensor products of commutative algebraic groups and Galois modules (or twists of commutative algebraic groups), and this underlying mathematical theory can be used to shed light on discrete log based cryptosystems. We give a number of concrete examples, to illustrate the definitions and results in an explicit way.
Introduction
In this paper we give a survey on twisting commutative algebraic groups and applications to discrete log based cryptography. One of our goals will be to explain part of the paper [23] at a more down-to-earth, less technical level, and explain some of its connections to cryptography, in order to make these ideas accessible to a wider audience of mathematicians and cryptographers. We hope that this more general setting will lead to a better understanding of known cryptosystems and their underlying mathematics, and possibly lead to new ideas. We give an overview; see the cited papers for details. In particular, see [23] for most of the results stated in this paper.
A number of cryptosystems, including the Lucas-based [24, 36, 37, 41, 42] , GongHarn [13] , XTR [2, 20] , and T 2 and CEILIDH [27] cryptosystems, and the abelian variety or elliptic curve systems in [26] , can be viewed as being based on the idea that when one does discrete log based cryptography (for either a multiplicative group of a field or an elliptic curve group) over field extensions, one can improve bandwidth efficiency by restricting to a suitable "primitive" subgroup.
Let F q denote the finite field with q elements. Discrete log based cryptography is generally performed using the F q -points of the multiplicative group G m , or the F q -points of an abelian variety A over F q (usually an elliptic curve or the Jacobian variety of a hyperelliptic curve). Cryptography over an extension field F q n with n > 1 uses the groups
or A(F q n ), where A is an abelian variety over F q n . The group of F q n -points of G m or A is isomorphic to the group of F q -points of the Weil restriction of scalars (see Definition 2.2 below) of G m or A from F q n down to F q . So the Weil restriction of scalars arises naturally when doing discrete log based cryptography over extension fields (see [7, 25, 5, 6, 12, 9] ).
Letting V = G m or A, where A is now an abelian variety over the ground field F q , then V (F q n ) has a natural decomposition (via a homomorphism with "controlled" kernel and cokernel) into a direct product of groups V d (F q ), over all divisors d of n (see Proposition 5.3 below). Thus, when doing finite field or abelian variety cryptography over F q n , it suffices to consider the subgroups V d (F q ) for all divisors d of n. Here, V d is an algebraic torus over F q if V = G m and is an abelian variety over F q if V is an abelian variety. Over It is useful to view these two settings, multiplicative groups of finite fields and abelian varieties over finite fields, as part of a general framework, as in [23] . Instead of dealing separately with G m and A, and only considering finite fields, we will consider the more general setting of commutative algebraic groups over arbitrary fields. This generality allows us to consider the two settings of interest in cryptography, namely G m (F q n ) and A(F q n ), simultaneously, and to view them in the same general framework. One point of this paper is to show how the general framework in [23] allows one to recover (known) results that were previously dealt with separately in the two cases. Readers who are uncomfortable with the abstract theory are advised to restrict to the multiplicative group and elliptic curves over finite fields.
Sections 2 and 5 below give an overview of the primitive subgroups and their properties. Section 3 includes general definitions of the twisted commutative algebraic group I ⊗ O V arising from a commutative algebraic group V and a suitable Galois module I, as given in [23] . Special cases of the varieties I⊗ O V include powers, restrictions of scalars, twists of elliptic curves or abelian varieties, and primitive subgroups, including the algebraic tori that arise in torus-based cryptography and the abelian varieties that arise in [26] . In §4 we discuss the decomposition of the group rings Q[G], for G a finite abelian group, that gives rise to the decomposition of the restriction of scalars into primitive subgroups, and work out a concrete example in §5.6. In §6 on open problems we encourage work on questions of efficiently representing elements of primitive subgroups, and cryptographic security. Interspersed throughout the paper are a number of examples. In particular, we use the cases of quadratic twists of elliptic curves and algebraic tori associated to quadratic extensions to illustrate a number of definitions and properties. See [26, 27, 29] for additional examples.
Primitive subgroups associated with abelian varieties were discussed in a cryptographic context in [8, 26] , and have also arisen in work on polarizations on abelian varieties [16] , constructing abelian varieties over number fields with Shafarevich-Tate groups of nonsquare order [38] , and bounding below the Selmer rank of abelian varieties over dihedral extensions of number fields [22] . See [4, 10] for the setting of generalized Jacobians.
Related tensor product constructions were given in [15] (see Proposition 12.7 on p. 205), §2 of [31] (when V is an elliptic curve with complex multiplication by O and I is a projective O-module with trivial Galois action), [21] (for abelian varieties) and §7 of [3] (when V is a group scheme with O-action and I is a projective O-module with trivial Galois action). In the case of abelian varieties, the restriction of scalars was decomposed into primitive pieces in [6] (see also [5, 25] ). We note that the relevant parts of [6] hold without change for arbitrary commutative algebraic groups.
As usual, Z, Q, and C denote the integers, rational numbers, and complex numbers. If R is a commutative ring and G is a finite group, let
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Primitive subgroups
In Definition 2.4 below we will give several equivalent definitions of primitive subgroups. We begin by defining algebraic groups and the Weil restriction of scalars.
Definition 2.1 An algebraic group or group variety is an algebraic variety V together with a "group operation" morphism G × G → G and an "inverse" morphism G → G with respect to which G is a group. A homomorphism of algebraic groups is a morphism of varieties that is also a group homomorphism.
Suppose in this section that V is a commutative algebraic group over a field k, and L is an abelian extension of k of finite degree n. We will view the group law on V multiplicatively. When restricting to examples, this is fine when V is the multiplicative group G m , but unfortunately is perhaps confusing when V is an elliptic curve, where one normally uses additive notation.
Restriction of scalars
(we will use the former notation), is a commutative algebraic group over k along with a homomorphism
defined over L, with the universal property that for every variety X over k, the map
is an isomorphism.
For every k-algebra A, it follows (by taking
(See §1.3 of [40] or §3.12 of [39] for background on the restriction of scalars.) Remark 2.3 More concretely, if V is defined by a system of polynomial equations
with coefficients in k (or more generally, L), fix a basis {v 1 , . . . , v n } for L over k, and write x i = n j=1 y ij v j with variables y ij . Substitute this into the equations f i (x 1 , . . . , x r ) = 0, expand, and equate coefficients of the basis vectors {v 1 , . . . , v n }, to obtain a system of polynomials in the variables {y ij } with coefficients in k. The n · dim(V )-dimensional variety over k defined by these equations is Res L k (V ).
Next, we give two examples. We will use these examples throughout the paper, as a simple way to illustrate the mathematical definitions and results. See [26, 27, 29] for other examples.
The multiplicative group and quadratic extensions
Suppose k is a field whose characteristic is not 2, and suppose 2 )y = 1, which is an algebraic group with multiplication (x 1 , x 2 , y) · (w 1 , w 2 , z) = (x 1 w 1 + Dx 2 w 2 , x 1 w 2 + x 2 w 1 , yz) and identity element (
Elliptic curves and quadratic extensions
Suppose E : y 2 = f (x) is an elliptic curve over a field k whose characteristic is not 2, with deg(f ) = 3, and suppose
, and let σ be the generator of G. Let E (D) be the elliptic curve Dy 2 = f (x), the quadratic twist of E by D. Define
)/T , where
To see that the universal property defining Res
)/T with this η L/k , suppose X is a variety over k and ψ ∈ Hom L (X, E), note that multiplication by 2 induces an isomorphism [2] :
and check that
, and thus
We leave as an exercise to check that
More concretely, one can write down a system of equations for Res
Definitions and properties of V F
As before, L/k is a finite abelian extension and V is a commutative algebraic group over k. For every intermediate field
via isogenies whose kernels are killed by
, and
where
and 1 is the identity element of V (k). Taking k-points, it follows from (2.5) and (2.2) that there are homomorphisms (whose kernel and cokernel are "wellcontrolled" since those of the isogeny in (2.5) are) between the group V (L) and the direct sum
We next introduce notation needed for Definition 2.4 below. Let
ag . The map (2.8) is injective if the natural map Z → End k (V ) is injective. For example, the map (2.8) is injective when V = G m or an abelian variety A, but is not when V is µ n (the kernel of raising to the n-th power on G m ) or A[n] (the kernel of multiplication by n on A).
Summing the Gal(F/M )-conjugates of η F/M gives a homomorphism 
There is a natural inclusion
Then every element of Ω F/k is a subfield of some element of Ω F/k .
If d is a positive divisor of a positive integer n, let
(recall that Φ d (x) is the d-th cyclotomic polynomial) and let
We next give several equivalent definitions for the variety
Definition 2.4 Suppose V is a commutative algebraic group over k, and F/k is cyclic of degree d. Fix a generator τ of Gal(F/k), and view
(In (ii) and (iii) we adopt the convention that V k = V .)
See [23] for the equivalence of the definitions; see also Proposition 5.1 below.
. In [27] [28] [29] , the primitive subgroup V F was defined as in (the first part of) Definition 2.4(iii) above. Taking k-points in (ii) or (iii) gives (2.7).
Next, we continue the examples in §2.1.1 and
In particular, its k-points are the norm one elements of L. In [30] , (G m ) L is called T L/k , and is called T 2 in [29, 30] when the fields are finite.
E L with elliptic curve E and quadratic L
We continue the example in §2.1.2. We saw that Res
The
General constructions of I ⊗ O V
In this section we state two definitions of a tensor product I ⊗ O V that were given in [23] , and give some examples. The varieties V F in Definition 2.4 above are special cases of I ⊗ O V , as we will discuss in §5 below. Theorem 3.2 states some useful properties of these tensor product varieties; in particular, Theorem 3.2(ii) motivates the notation I ⊗ O V .
Let k s denote a separable closure of the field k, and let G k = Gal(k s /k).
From now on, suppose that V is commutative algebraic group over k, O is a commutative ring, I is a free O-module of finite rank with a continuous right action of G k , and there is a ring homomorphism O → End k (V ). We view O as a free rank one O-module with trivial G k -action. The reader can choose to restrict to the case O = Z for simplicity; an example with O = Z will appear only in §3.1.3 below. 
induced by the homomorphism O → End k (V ). Let I ⊗ O V be the twist of V r by the cocycle c I , i.e., I ⊗ O V is the unique commutative algebraic group over k with an isomorphism φ : Note that the twists considered here and in [23] do not include all twists of V in the usual sense; that would require taking elements of
Powers
Powers of V are a special case of I ⊗ O V , namely, take I = Z r (with trivial Galois action), and let j be the identity map on Z r . Then the cocycle c I is trivial, and we can take φ to be the identity map on V r , so
Restriction of scalars
If L/k is a finite Galois extension with G = Gal(L/k), then (see Proposition 4.1 of [23] )
Twists of abelian varieties
Let µ n denote the group of n-th roots of unity inQ, and let ζ n denote a generator of µ n . Suppose A is an abelian variety over a field k and µ n → End(A). Suppose χ : G k → µ n is a homomorphism. Let O = Z[ζ n ] → End(A), and let I be a free rank one Z[ζ n ]-module with G k -action defined by α γ = χ(γ) · α for γ ∈ G k and α ∈ Z[ζ n ]. Then the cocycle c I of Definition 3.1 is χ −1 , and I ⊗ O A is the twist of A by the character χ −1 . In §3.1.4, we give details in the case of quadratic twists of elliptic curves (see for example §X.2 of [35] 
be the quadratic character that factors through G = Gal(L/k) and let I be a free rank one Z-module with G k -action defined by a γ = χ L (γ) · a for a ∈ I and γ ∈ G k . Fix a generator α of I, and define j : Z − → ∼ I by n → nα. For γ ∈ G k and n ∈ Z we have j
Quadratic twists of elliptic curves
Continuing with the example in §2.2.2 and §2.1.2, and using the above notation, we use Definition 3.1 with V = E to compute I ⊗ Z E. We have
, the twist of E by the quadratic character χ L .
Quadratic twists of G m
Continuing with the example and notation in §2.2.1 and §2.1.1, and using the above notation, we use Definition 3.1 with V = G m to compute I ⊗ Z G m . Using the variety (G m ) L of §2.2.1 and the isomorphism φ :
Properties of I ⊗ O V
The next result gathers together a number of results from [23] . (ii) For all commutative k-algebras A and all Galois extensions F of k for which G F acts trivially on I,
and
where the right hand sides are the usual tensor products of O-modules. (iii) If W is commutative algebraic group over k and J is a free O-module of finite rank with a continuous right action of G k , then there is a natural
that restricts to a homomorphism of O-modules 
is an exact sequence of free O-modules of finite rank with a continuous right action of G k , then the induced sequence
is an exact sequence of commutative algebraic groups over k. (vii) If I, J 1 , . . . , J t are free O-modules of finite rank with a continuous right action of G k , and
PROOF. See Lemma 1.3, Theorem 1.4, Corollary 1.7, Corollary 1.9, Theorem 2.1, Lemma 2.3, and Corollary 2.5 of [23] . Note that (vi) and (v) follow from (iv), which follows from (iii), which essentially follows from (i). 2 Theorem 3.2 can be used to show (2.5), (2.6), and (2.7) above (see [23] ). We show how this is done in §5, after defining
If f ∈ Hom O (I, J ) and V = W , let
is the map (2.8).
An alternate definition of I ⊗ O V
As in the Appendix to [23] , if O is a commutative noetherian ring, then even if the G k -module and finitely generated O-module I is not a free O-module, one can define a tensor product I ⊗ O V that coincides with the above definition where both make sense, as follows. 
Decomposition of group rings
The decomposition of the restriction of scalars Res We begin by decomposing C [G] . LetĜ be the character group of G, i.e., the set of homomorphisms from G to C × . For χ ∈Ĝ, let
Then:
• e 2 χ = e χ ,
• e χ e ψ = 0 if χ = ψ,
• χ∈Ĝ e χ = 1 (the identity element of G),
• e χ C[G] = e χ C, a one-dimensional C-vector space,
A problem with decomposing Q[G] or Z[G] is that χ(g) is not necessarily in Q, so the idempotents e χ are not necessarily in Q [G] . One therefore needs to consider a sum of e χ 's, corresponding to an irreducible rational representation of G.
Lemma 4.1 Let C G be the set of subgroups H of G such that G/H is cyclic, let R G be the set of irreducible rational representations of G, and let X G be the set of G Q -orbits ofĜ, where G Q := Gal(Q/Q). Then C G , R G , and X G are in natural one-to-one correspondence.
, a finite, and therefore cyclic, subgroup of
, and the action of G on χ∈Y (e χ )Q[G] is an irreducible rational representation ρ Y of G, so ρ Y ∈ R G . Conversely, if ρ ∈ R G , decompose ρ over C into a direct sum of characters of G. Since ρ is rational and irreducible, this gives a single
Then:
• e 2 H = e H ,
• e H 1 e H 2 = 0 if H 1 = H 2 , and
H is the unique irreducible rational representation of G contained in Q[G] whose kernel is H, and
and let
, it is a free Z-module.
Lemma 4.2 Suppose G is a finite abelian group, H ∈ C G , σ ∈ G is such that σH is a generator of G/H, and d := |G/H|. Then:
(vi) If further G is cyclic of order n and σ generates G, then viewing
. By linear algebra,
is a torsion-free Z-module. The map
is an isomorphism of Z[G]-modules that induces an isomorphism
and the latter is a torsion-free Z-module since Ψ d (x) is monic. From the exact sequence
is a torsion-free Z-module, and now (4.2) gives that
and we have (i) and (ii). Since rank
and (v) follows.
Suppose G is cyclic of order n with generator σ, and view Z[x]/(x n − 1) as a G-module with σ acting as multiplication by x. Since
Suppose that V is a commutative algebraic group over k.
be the natural projection map, then the map 
We can now show (2.6) and (2.5). 
whose composition is raising to the power |G|. 2 Suppose G is generated by σ, g 2 , . . . , g a where g 2 , . . . , g a ∈ H. Then (3.5) with O = Z and I = Z[G] F can be taken to be
where the first map is defined by (α 1 , . .
Note that Ψ 1 (x) = 1 and Φ 1 (x) = x − 1, so Z[G] k = N L/k · Z, a free rank one Z-module with trivial Galois action, and
In the following subsections we give some special cases of primitive subgroups. 
Trace zero subgroups
Trace zero subgroups of the restriction of scalars for abelian varieties appear in [8, 19] .
Decomposition of Res
Continuing the example in §2.1.1, where L/k is quadratic and Res
has kernel {((1, 1), (1, 0, 1)), ((−1, −1), (−1, 0, 1))} of order 2. Composing, in either order, with the homomorphism
gives the squaring map.
Quadratic twists of elliptic curves
Quadratic twists of elliptic curves are examples of both twists of abelian varieties and primitive (in fact, trace zero) subgroups. We continue with the example and notation of §3.1.4. Then
free rank one Z-modules, and
as multiplication by χ L (γ) ∈ {±1} (resp., trivially). (Note that e G = e χ 0 with χ 0 the trivial character, and e {1} = e χ 1 with χ 1 (σ) = −1.)
Next we check that Definition 3.3 gives the same answer for
Consider the presentation
Since the sequence
is exact, there is a natural identification of E (D) with coker((σ + 1) E ), as desired.
Similarly, considering
identifies E with coker((σ − 1) E ), as desired.
To summarize,
The maps
where the right-hand map is α → ((1 + σ)α, (1 − σ)α) so the composition is multiplication by 2, induce isogenies
where the left isogeny is the natural quotient map and the right isogeny and the composition are multiplication by 2.
Algebraic tori
In this section, V = G m .
is a divisor of n, and F = F q d . Then:
which is the subgroup of
Note that if I is a free Z-module of finite rank with a continuous right action of G k , then I ⊗ Z G m is the algebraic torus whose character module
is Hom(I, Z) (see Example 6 in §3.4 of [39] or Corollary 1.10 of [23] ).
Algebraic tori over finite fields
The primitive subgroup (G m ) F q d was denoted T d in [27] [28] [29] [30] . (F q n ) ) of order Φ n (q) is often thought of as the most cryptographically secure primitive subgroup. More generally, one can argue that when V is a commutative algebraic group over F q , then it makes sense to think of V n (F q ) as the most cryptographically secure primitive subgroup of V (F q n ).
An example with n = 6
Suppose G is a cyclic group of order 6. (1 + σ + σ 2 + σ 3 + σ 4 + σ 5 ) = 1 6 Ψ 6,1 (σ);
where e H 2 = 1 6
(1 − σ + σ 2 − σ 3 + σ 4 − σ 5 ) = − If k = F q , then V L = ker(q 2 − q + 1) = ker(Φ 6 (q)), the subgroup of F × q 6 of order Φ 6 (q). The cryptosystem CEILIDH [27] is based on this variety, while XTR is based on a quotient of V L by an action of the symmetric group S 3 (see [27] [28] [29] [30] ).
Open questions and future directions
To do efficient discrete log cryptography in V (F q n ), where V is a commutative algebraic group over F q , we saw above that one can reduce to considering the subgroups V d (F q ), where d is a divisor of n and V d is V F with F = F q d . It makes sense to think of V n as the most cryptographically secure of the subvarieties V d , thereby reducing to the case of V n . Since dim(V n ) = ϕ(n) dim(V ), in the case where dim(V ) = 1 (let's restrict to that case), to obtain the greatest efficiency one would like to represent the elements of V n (F q ) using only ϕ(n) elements of F q . In other words, one would like a low degree compression map V n / / _ _ _ A ϕ(n) defined over F q , where A r is affine space of dimension r, along with an efficiently computable decompression function. (We allow the compression and decompression maps to be rational maps, defined only on a Zariski open subset.) in cryptography or elsewhere, including considering other group varieties V and/or other G k -modules I.
